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Introduction
In the new versions of networking models, often the main concern for IT operators (and
the main headache they deal with) is being able to scale the network to match increasing
user demands and business needs. Scaling a network is not simply about adding more
resources, more devices, or more applications. It requires understanding how the network
interacts with increased resource demands, traffic processing, and application interaction.
Adding a visibility architecture is one way to start addressing the problem. The visibility
architecture will improve your ability to not only remove blind spots but to engineer a
system that prevents the creation of future blind spots and allows you to see what’s
currently lurking in your network.

Scaling a network
is not simply
about adding
more resources,
more devices, or
more applications.
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how the network
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demands, traffic
processing,
and application
interaction.

As part of designing a visibility architecture, the management needs should be
investigated and accounted for ahead of time. The management of the network elements
(monitoring switches, taps, monitoring tools, etc.) can become a very cumbersome task
if not considered initially. The management of these network monitoring devices needs
to align with your needs and the needs of your customers (both internal and external).
Engineering flexible management for network components will be a limiting factor in how
well your network scales.
An increase in the size and complexity of the network is inevitable. However, this increase
in network size and complexity doesn’t necessarily mean an increase in the complexity of
the monitoring solution. Enterprises can control and minimize monitoring complexity with
the right system management solution. The right management system will be intuitive,
integrated, and intelligent. This is what is meant by those terms:
•

Intuitive – the display of information is visual and easy to understand at a glance

•

Integrated – the network manager has “One Stop Shopping” (no separate executables
required for basic configuration) for their needs. Linkages between different systems
should be automated and as seamless as possible.

•

Intelligent – management capabilities that are integrated with intelligence become
the easiest to use and generate the lowest total cost of ownership for an enterprise.
Some examples of built-in intelligence include: a powerful filtering engine behind
the scenes, auto-discovery of components, the ability to respond to commands from
external systems, and the ability to initiate actions based upon threshold limits.
System Intelligence
(Automation)
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What is System Management?
As a quick level-set, network system management refers to the activities, methods,
procedures, and tools that relate to the operation, administration, maintenance, and
provisioning of networked systems. Best practice examples will follow the TMN model.
The Telecommunications Management Network (TMN) is a protocol model defined by
the ITU for managing open systems in a communications network. It is part of the ITU-T
Recommendation series M.3000 and is based on the OSI management specifications in
ITU-T Recommendation series X.700.
This model creates a hierarchy of components that communicate with each other to
deliver a single coherent system.

TMN Five Layered Architecture

Business
Management
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Service
Management Layer
Network
Management Layer

. . .network system
management
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administration,
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provisioning of
networked systems.

Element
Management Layer
Network Element Layer
(Switches/Routers/Modems/Firewalls etc)

As you can see in the picture, there are specific, coherent levels defined. These are as
follows:
•

Network Elements (NE) – A managed network ultimately consists of network
elements (NE). A network element is a manageable logical entity that often represents
one or more physical entities. In this paper, the NE will normally reference a network
monitoring switch (also known as a Network Packet Broker).

•

Element Management Systems (EMS) – Network elements are controlled by an
element management system (EMS). An element management system manages one or
more of a specific type of network elements.

•

Network Management Systems (NMS) – A network management system is a set
of hardware and software tools that let IT professionals control and manage the
individual components of a network inside a larger network management framework.
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•

Service Management – Service management applications allow for increased
interaction between OSS (operational support system) and BSS (business support
system) processes in the case of complex service order and fulfillment processes. If
an order requires multiple technical resources, delivered by multiple OSS systems,
service management orchestrates the process and keeps the customer-facing team
informed on progress, changes, or deliver issues with the order.

•

Business Management – This layer focuses on the business metrics and business
systems to achieve those goals.

When these components are integrated into a typical network, the following generic
diagram comes to life.
OSS

. . .the needs of a
growing business
are a good analogy
and mirror the
needs of a growing
network.
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Scalability Your Way
A management solution for a monitoring switch should be flexible but powerful enough to:
•

Allow for growth as your business grows

•

Consistently be part of the solution and not the problem

•

Must support current and potential future needs

In fact, the needs of a growing business are a good analogy and mirror the needs of
a growing network. Let’s say you have an idea for a business and decide to start it up
in your home town. To begin, you open a small shop in well trafficked area, stock your
product to match your expected sales, and provision for the needs of your overhead. This
endeavor, while not without its challenges, is fairly simple and straight forward.
Soon, however, your business has become very successful – business is booming.
Not only are you getting steady local sales, but people are coming from other areas to
buy your wares. After assessing the nature of your sales, you decide to open several
other locations – while not necessarily local, they are all fairly close. These new store
bring new challenges around inventory, sales tracking, overhead, site management, and
communication.
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After a few years, business continues to increase, and now it makes sense to go national.
This broadening growth, while amazing, brings a huge increase in business process.
Overhead, supplies, shipping, online vs. store sales, site management – all of these
concerns have now just exponentially increased. Increasingly complex systems are now
required to maintain insight into the local branches, and the overall “big picture.”
The final step in the growth of business is to take the company global. Working
internationally is the last level of complexity in this cycle – bringing a host of new and
unexpected complications. Communications between offices in various countries, which
are each subject to different customs and laws, is a completely new plane of complex
requirements. In addition, regulatory issues and local language support can become very
complex as well. Just like growing a business, growing a network to match the needs of
the network “customers” can be an equally daunting and complex process.

Creating The Scalable Architecture
For any visibility architecture to be successful, there are certain requirements that are
generally recommended in order to successfully gain insight into network functionality.
All too often you feel like you are being forced to manage your equipment serially, which
takes more time – time that you don’t have.
The following list summarizes traits of good network monitoring systems:
•

Single pane of glass interface to see your network – ideally, every monitoring switch
should have a single pane of glass front end that allows IT to see all of the critical
elements of your network, and the most important data, in a single screen.

•

Ability to quickly and easily create new filters – the ability to change what traffic is
collected, flagged, monitored, or isolated quickly is crucial. A cumbersome filter set
up process means loss of productivity and a possible lag time at critical junctures in a
production network.

•

Intuitive interface to easily visualize existing filters and their attributes – operators
need to be able to visualize how system filters are set up, which ones are in use, any
filter problems, and what tools the filters are connected to.

•

Remote access – the monitoring switch management system needs to be accessible
from remote locations so that the monitoring switch can be managed from anywhere
at any time.

•

Secure access – access to the monitoring switch management system must be
secure. Network management systems provide deep insight into a network, and have
a great deal of control within a network. The wrong manipulations, whether accidental
or intentional, could quickly wreak havoc.

For any visibility
architecture to be
successful, there are
certain requirements
that are generally
recommended
in order to
successfully gain
insight into network
functionality.
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Below we will highlight four levels of scalability that can be introduced into the visibility
architecture that you create.

Point Solutions – Individual NE’s (1-3)
The first level of a visibility architecture (i.e. the first stage of our growing business
model earlier) usually comprises a few monitoring switches (i.e. network elements) that
are managed individually. These point solutions are smaller deployments of only a few
network elements (e.g. typically up to three) that need managing.

In this scenario, the
network elements
that exist are being
directly managed
by the EMS for the
monitoring switches.
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In this scenario, the network elements that exist are being directly managed by the EMS
for the monitoring switches. This situation is acceptable for small deployments as it
balances management set up complexity with management capabilities. Basically, the
systems are easier to set up but they have less capabilities than a full blown system and
there is no central correlation of information across to gather actionable insight at a
global level. At this stage, you are typically looking for an EMS that provides the following
capabilities (in addition to the initial list provided earlier):
•

Simple but powerful GUI – An effective management solution needs a quick-tounderstand, and easy-to-use interface that allows the user to see all the data that is
being monitored, in a single pane of glass. Adding and removing items to and from the
central management should be as easy as dragging and dropping recognized NEs to a
centralized network representation.

•

Filter application – The traffic from each monitored NE often needs to be filtered in a
specific way in order to capture the data that is relevant to what is being looked for. It
is crucial for an effective monitoring system to be able to apply new filters to an NE
– quickly and without a great deal of overhead configuration. Applying new filters (or
removing existing ones) should be a simple matter of selecting from an existing list, or
dragging preconfigured filters to a represented NE in the GUI.

•

Full FCAPS capability – in order for a management system to be effective and
productive, the full range of monitoring capabilities must be available from a single
interface. The systems that allow control over the FCAPS functionality – Fault,
Configuration, Accounting, Performance, and Security – should be viewable and
configurable at one point of contact. If the network administrator has to hunt for these
networking areas in the monitoring controls, the solution can become confusing and
unwieldy.

Clustered Solutions – Larger Campus or Distributed
Environments (4 to 6 NEs)
As an enterprise progresses to the level of capability (again from our earlier model on
the stages of business growth), it becomes too time consuming to manage the NE’s
individually. In this scenario, system administrators can benefit from a clustered solution.
A “clustered” management solution is where a single EMS controls several monitoring
switches from one management interface.

NE
NE

NE
EMS

NE

In this scenario,
system
administrators
can benefit from a
clustered solution.

NE
NE

In this case, the management and control functionality need to be isolated to allow
the controller unit to manage and control other monitoring switches in the network.
This model is similar to a software defined networking (SDN) architecture, where the
supervisor provides a centralized control and management point.
By doing this, multiple monitoring switches can be placed where they are needed in the
network to optimize the network traffic distribution – but still have centralized command
and control. This allows you to control costs (you add more ports as needed with the look
and feel of one system) while also controlling the geographic location of the monitoring
ports.
In this case, we can see the need for an EMS with a more powerful GUI that provides more
analysis of the larger amount of data being observed. Naturally, a few new features stand
out with this scenario:
•

Minimal management and transmission overhead – This adds less congestion to the
network and less processing overhead for the NE’s.
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•

Filter templates and libraries – As the management system grows to match the
network size and complexity will obviously start seeing groups of NEs that are
responsible for the same types of tasks. It stands to reason that many of the filters
created for one NE will be applicable to several others that are tasked with the same
functions. Thus it becomes imperative that a library of filters and filter templates be
made available for use and reuse across the network.

•

Filter application across groups – Along the same logic lines as above, as multiple NEs
start sharing the load of single network function, it becomes crucial (and resourceaware) to be able to apply created filters and filter templates across a group of
managed NEs. It makes controlling the monitored traffic easier to segregate and easier
to manage across a group of NEs.

At this level, there
normally are far too Large Scale Solutions
many various NEs
next level up from cluster solutions is “large scale” solutions. At this level, there
being monitored to The
normally are far too many various NEs being monitored to effectively control them singly.
effectively control Some type of large scale EMS (or NMS) is necessary in order to effectively control the
of NEs, and the groups of NEs working together to deliver some component of
them singly. number
network functionality.
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NE
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Points of access into the network data will need to be aggregated into a single monitoring
unit, and each monitoring unit will need to deliver the important NE information to a single
controller interface. With this level of management, a few new important features are
needed:
•
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Bulk management of the network elements – With the use of multiple NEs in
conjunction with specific network functions (security, load balancing, application
delivery, storage, etc.), comes the need to be able to manage the entire group of NEs
responsible for said functions. Changes to management and monitoring requirements
can be applied to a set of NEs, rather than a just single NE. A management solution at
this level should allow for grouping NEs into a distinct group, to which changes and
filters can be applied.

•

Web-based (API) interface to the NMS – At this level, the EMS will most likely need to
communicate with an NMS. In order to make this process as simple as possible, a GUI
based interface that allows API commands to be created is imperative. This allows for
the quick and easy integration of the NE management data into the larger NMS.

•

Multiple NE configuration – Defining a group of NEs is one thing, but configuring them
to perform specific services is another. When NEs are acting in tandem to provide
services and application, often the configuration of each element of the group is
mostly similar. In these instances, group configuration for service and application
delivery is a requirement.

•

Role-based permissions – As the responsibilities for parts of the network become
specialized, access to those parts usually must be limited to only the people
responsible for the outcomes. In these cases, the ability to set and forget filter
attributes, lock down ports and configuration settings, set security measures, set
access to certain connections and traffic types becomes the purview of only a select
group. This must be controlled so others don’t mess up either accidently or through
incompetence, the workings of the network. A system at this level must allow for
“internal” multi-tenancy, security for “sensitive” applications like CALEA, and user
directory integration (such as RADIUS, TACACS+, LDAP, or Active Directory).

•

Reporting and Trend Analysis – The ability to perform reporting and trend analysis
across all network functions means that the entirety of the network becomes more
visible, and the health of the network as a whole can be tracked.

Integrated Solutions
For large enterprises and service providers, an overarching NMS system is typically used
to manage all functions of geographically diverse, multi-service, and multi-application
networks that service thousands (if not millions) of users – all of whom expect high
quality of experience (QoE) and expect security standards to be impeccable. This requires
that most (if not all) NEs in the network can report in some manner to the NMS, either
directly or through a local EMS.

For large
enterprises and
service providers,
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manage all functions
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diverse, multiservice, and
multi-application
networks that
service thousands
(if not millions) of
users – all of whom
expect high quality
of experience (QoE)
and expect security
standards to be
impeccable.
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In addition to all of the points listed for the scenarios above, a few more requirements are
needed:
•

Standardized monitoring protocols – At this level, not all monitoring is going to take
place from the central NMS location. Access to the monitoring and management data
must be available at external (to the network) locations, meaning that standardized
protocols (such as SYSLOG and SNMP) that allow external access to monitoring
switch information must be supported.

•

Automation capabilities – With a system this large, automation is really the only means
to effectively keeping track of all the information that is being monitored. Specifically,
the devices observing the NEs must be given some native intelligence to recognize
certain traffic condition and given instructions on how to behave when encountering
them. Access must be available (SIEM, provisioning and orchestration systems,
compliance, etc.) to allow integration to data center and central office automation
initiatives. A web-based interface, like a RESTful interface, is typically used to allow
the NMS to control southbound components.

•

Business Intelligence – At this level of management, it is crucial to be able to gather
data to assist in developing business plans, analyze trends, determine ROI on network
equipment and monitoring solutions, security effectiveness, etc.

Building scalability
into your network
from the start can Conclusion
position you well The rapid evolution of business applications and systems is making network operations
strategic part of the world’s most successful companies. Part of this landscape is the
for growth, cost anetwork
monitoring switches that are deployed. How these monitoring switches are
savings, and make managed will be paramount as to how well the network runs and the amount of value that
receive from deploying the monitoring switches. These management capabilities must
your business you
scale to match the needs of your network.
more agile than the
scalability into your network from the start can position you well for growth, cost
competition. Building
savings, and make your business more agile than the competition. A visibility architecture
is the best way to plan this out so that you maintain, or create, simplicity for your network
additions. The components, features and functions, and management capability should all
be considered as part of the overall initial design for the visibility architecture. Specifically
in regards to management capabilities, you’ll want something that is Intuitive, Integrated
and Intelligent.
Ixia's portfolio of network visibility solutions (ControlTower, GTP Session Controller, and
Net Tool Optimizer® (NTO)) will revolutionize the way you monitor your network. The
Ixia portfolio of network monitoring and visibility products provide actionable insight into
physical and virtual networks, improving network security and optimizing monitoring tool
performance. In addition, we have several management options including the Ixia Global
Management System and Indigo Pro that can be used with the monitoring switches to
create a visibility architecture that works for you.
Whether you are seeking more insight into how BYOD is affecting your network, or how
you can improve customer's Quality of Experience (QoE), our solutions will help you meet
the needs of your rapidly changing network.
Visit www.ixiacom.com for more information.
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